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1.0 — Introduction

Chrome extensions are normally downloaded and installed directly from the Chrome Web
Store. This document is intended for system administrators planning to force-install the
SigCaptureWeb SDK Chrome extensions remotely from a Windows domain server to the
Windows client machines having the Chrome browser installed. The Installation procedure
leverages Windows Group Policy Object (GPO).

2.0 — Prerequisites

e Windows Server 2003 or higher with Domain Controller and all the Windows clients
should be connected to the domain.

e Policy templates. There are two types of templates available to install the Chrome
Extension, ADM and ADMX templates. Google provides options for an ADM file
(Windows 2003 Server) and an ADMX file (Windows 2008 Server). Download the
“policy template” zip file from the below URL depending on your server version.

https://www.chromium.org/administrators/policy-templates
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3.0 — Procedure
3.1 - Adding a New GPO

e Open “Group Policy Management” in the Windows server

- Open Run (Windows + R) option.
- Type gpmc.msc and press the Enter key.

=

iFile Action View Window Help

N EEIEELE

__g Group Policy Management apps.com
4 ﬁ Forest: apps.com

4 (£ Domains

52 sppncom

:a Sit This page shows the status of Active Directory and 5YSVIOL replication for this domain as it relates to Group Policy.
I+ ites

Status | Linked Group Policy Objects I Group Policy Inhertance | Delegation

EF@ Group Pelicy Modeling
(% Group Policy Results
Status Details

@ DC10.apps.com is the baseline domain cortroller for this domain.

Mo Infrastructure Status information exists for this domain.

Click the Detect Now button below to gather infrastructure status from all of the domain controllers in this domain.
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e Right click on the listed domain under “Domains” and select “Create a GPO in this
domain, and Link it here...”

5l File Action View Window Help

T NEEEIEEL

g Group Policy Management apps.com
Status | Linked Group Policy Objects I Group Policy Inheritance | Delegation

A ﬁ-‘ Forest: apps.com
4 (£ Domains

b é’ﬁ?‘ Create a GPO in this domain, and Link it here... |ectory and 5YSVOL replication for this domain as it relates to Group Policy.
Ies

;ﬁ Group P Link an Existing GPO...

[ Group P Block Inheritance

Group Policy Modeling Wizard...

New Organizational Unit eline domain controller for this domain.

Search... its for this domain.

Change Domain Controller...
ather infrastructure status from all of the domain controllers in this domain.
Remove

Active Directory Users and Computers...
View

New Window from Here

Refresh

Properties

Help

Create a GPO in this domain and link it to this container

e Enter the new GPO name, for example “SigCaptureWeb Chrome Installer” and click on
“OK”

Mame:
|SigCaptureWeb Chrome Installer]

Source Starter GPO:
|{r|une}

e Expand the domain (e.g.,: apps.com) and observe the “SigCaptureWeb Chrome
Installer” object

5 epadlink.com



H ® . . . . . . .
ePudLmk Installing SigCaptureWeb Chrome Extension using Windows Group Policy Object (GPO)

3.2 — Editing the Group Policy

¢ Right click on the “SigCapturewWeb Chrome Installer” Object and select Edit option

5L File Action View Window Help
e zE Xc @

&, Group Policy Management SigCaptureWeb Chrome Installer
4 ‘ﬂ Forest: ast.com Scope | Details | Settings | Delegation |
4 [F5 Domains )
4 3 apps.com Links

4] Default Domain Policy Display links in this location: |app5.corr|

15/ SigCaptureWeb Chrome In=——— OUs are linked to this GPO:
i (2] Domain Controllers
b [=r Group Policy Objects Enforced
b [ WMI Filters Link Enabled

[ .:E Starter GPOs Save Report...

Edit...

Enforced Link Enabled
Mo Yes

I [ Sites
ﬁf Group Policy Modeling
[% Group Policy Results Mew Window from Here

View

apply to the following groups, users, and computers:

Delete
Rename
Refresh

Help | | Properties

WMI Filtering
This GPO is linked to the following WM fiter:

dnonex

Open the GPO editer
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e “Group Policy Management Editor” will be opened as shown below

File Action View Help

CE G EEN 7 KG:

|§;|' SigCaptureWeb Chrome Installer [DC10.APPS.COM] || =
4 i Computer Cenfiguration -

[ Policies
p [ Preferences
4 % User Configuration
[ Policies
b [ ] Preferences

Select an item to view its description. Name
& Computer Configuration
i User Configuration

Extended /, Standard /

e Expand Policies under Computer Configuration
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¢ Right click on “Administrative Templates” and Click on “Add/Remove Templates"

File Action View Help

e« 5 B B

=| SigCaptureWeb Chrome Installer [DC10.APPS.COM]
4 i Computer Configuration

4 [ Policies Select an item to view its d of Mame
b Software Settings elect an itern to view its description.

i Computer Configuration
% User Configuration

g [ Windows Settings
A |ﬁ Administrative Templates: Policy definitin
b [ Control Panel Add/Remove Templates...
B[] Metwork Filter On
[ Printers
p System
b [ Windows Components
All Settings All Tasks
p [ Preferences
4 ¥ User Configuration
r [ Policies
t [ Preferences

Filter Options...
Re-Apply Filter

Help

Extended  Standard /

Manage administrative templates

8 epadlink.com



H ® . . . . . . .
qudLmk Installing SigCaptureWeb Chrome Extension using Windows Group Policy Object (GPO)

¢ The “Add/Remove Templates” dialog box will be opened

Cumrent Policy Templates:

Mame Size  Modffied
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e Click on the “Add” button, and browse for the "chrome.adm/chrome.admx” file from the
policy templates folder. Typical locations are

- For .adm - ~policy_templates\windows\adm\en-US\chrome.adm
- For .admx - ~policy_templates\windows\admx\en-US\chrome.admx

Note: - The Policy Template should be downloaded/copied in the server

= Policy Templates -

i(—:l * T | )« windows » adm » en-US W C.a| | Search en-US 2 |
Organize - Mew folder i E 7]
s £3 . -
S Favorites 0 MName Date modified Type
Bl Desktop || chrome.adm 5/17/2017 3:05 PM  ADM File
4 Downloads

t
| Recent places

18| This PC
g Desktop
| Documents
4 Downloads
o Music
= Pictures |
& Videos
i, Local Disk (C3)
a Mew Volume (DY * | il | ¥

File name: |chrnme.adm v| |PD|iC_',fTEFI'1FI|EtES v|

| Open | | Cancel |

e Click on the “Open” button
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o ADM will be added to the current policy

Cumrert Policy Templates:

Mame Size  Modffied
chmme hORKB 54172017 3:06 ..

e Now click on the “Close” button of the template dialog
e [t adds “Classic Administrative Templates (ADM)” folder under “Administrative
Templates”

Eile Action View Help

e« 2@ HE T

éj SigCaptureWeb Chrome Installer [DCT10.APPS.COM] Policy
4 % Computer Configuration
4 | Policies ) o o .
. Select an itern to view its description. Setting
b [ Software Settings [ Control Panel
B [ Windows Settings 1 Network
or
A |ﬁ Adrministrative Templates: Policy definitions (ADM? 7 print
i [ Control Panel rinters

B[ Metwork [ System
7] Printers [l Windows Companents

p | System [ Classic Administrative Templates (4
b [ | Windows Components AII Settings

| B [ Classic Administrative Temnplates (ADM)
All Settings
[ Preferences
4 42, User Configuration
[ Policies
[ Preferences

Extended / Standard /
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e Expand Classic Administrative Templates (ADM) folder
e Also expand subsequent folders such as “Google”->"Google Chrome”->"Extensions”

]
ePadLink’
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(= (=

8 Group Policy Management Editor
File Action View Help
e« 7nE = v
g Printers ~ B Eierdions
‘J- Server Select an item to view its description. Setting State
| Start Menu and Taskbar — . L . . "
b O System =] Conffgure extens@n fnstallatfon bla.ckll.st Mot conffgured
b [ Windows Components \i=| Configure extension installation whitelist Mot configured
4 [ Classic Administrative Templates (ADI i=| Configure the list of force-installed apps and extensions Mot configured I
4 [T Google \i=| Configure extension, app, and user script install sources Mot configured
4 [ Google Chrome |i2] Configure allowed app/extension types Mot configured
| Allow Google Chrome Fram
| Cenfigure remote access o
| Content Settings
| Default HTML renderer for
| Default search provider
| Extensions -
| Google Cast B
~| Home page
| Locally managed users setti
| MNative Messaging
~| Mew Tab Page
| Password manager
| Policies for HTTP authentici
| Proxy server
| Startup pages
[ [ | Google Chrome - Default Settin
5 All Settings -
< m >| |\ Extended / Standard /
5 setting(s)

e Double click on “Configure the list of force-installed extensions” displayed in right pane

of the Editor
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3.3 — Configuration
e Select the “Enabled” radio button and click on the “Show” button in the configuration
window as shown below to add the Extensions for force-installation.

M Configure the list of force-installed apps and extensions — = -
Ei Configure the list of force-installed apps and extensicons e | | Next Setting |
() Mot Configured Comment: ~
(® Enabled
(O Disabled -’
Supported on: | picrosoft Windows XP SP2 or later ~
e
Options: Help:
Ll

Extension/App IDs and update URLs to be silently Specifies a list of apps and extensions that are installed silently,

installed without user interaction, and which cannot be uninstalled by the
Show user. All permissions requested by the apps/extensions are
i granted =

implicitly, without user interaction, including any additional
permissions requested by future versions of the app/extension.
Furthermore, permissions are granted for the
enterprise.devicelttributes and enterprise.platformbeys
extension

APls, (These two APls are not available to apps/extensions that
are

not force-installed.)

This policy takes precedence over a potentially conflicting
ExtensionsinstallBlacklist policy. If an app or extension that
previously had been force-installed is removed from this list, it is
automatically uninstalled by Google Chrome.

For Windows instances that are not joined to an Active Directory
domain, forced installation is limited to apps and extensions V

OK Cancel Apply

e Extension ID for the ePadLink SigCaptureWeb SDK is
idldbjenlmipmpigmfamdlfifkkeaplc

Append the following URL to the Extension ID to install the Chrome Extension ID to Remote
Desktop Extension from the standard Chrome Web Store:
https://clients2.google.com/service/update2/crx

It will show as,
idldbjenlmipmpigmfamdIfifkkeaplc;https://clients2.google.com/service/update2/crx
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Now, copy this URL into the text holder as shown in the below dialog.
Note: - One can add multiple extensions to the text holder in the below dialog box.

Extension/App |Ds and update LURLs to be silently installed

Value
idldbjenimipmpigmfamdiiifldceaple https://dients? google .com/service /update 2/crd

14 epadlink.com



qucILink Installing SigCaptureWeb Chrome Extension using Windows Group Policy Object (GPO)

e Click on the “OK” button of Shown Contents dialog.

i Configure the list of force-installed apps and extensions I;Ii-

E} Configure the list of force-installed apps and extensions T T | | Next Setting |

O Not Configured ~ Comment: ~

®) Enabled
O Disabled e
Supported en: Microsoft Windows XP 5P2 or later ~

Options: Help:

Extension/App |Ds and update URLs to be silently

installed Specifies a list of apps and extensions that are installed silently,

without user interaction, and which cannot be uninstalled by the
sh user, All permissions requested by the apps/extensions are
granted =
implicitly, without user interaction, including any additional
permissions requested by future versions of the app/extension.
Furthermore, permissions are granted for the
enterprise.devicedttributes and enterprise.platformkeys
extension

APls, (These two APls are not available to apps/ extensions that
are

not force-installed.)

This policy takes precedence over a potentially conflicting
ExtensionsinstallBlacklist policy. If an app or extension that
previously had been force-installed is removed from this list, it is
automatically uninstalled by Google Chrome.

For Windows instances that are not joined to an Active Directory

domain, forced installation is limited to apps and extensions -

‘ Cancel  [{[  Apply i
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e Then click on the “Apply” and “OK” buttons in the configuration window

- Configure the list of force-installed apps and extensions — = -
E} Configure the list of force-installed apps and extensions Bimisic Fziig | | Next Setting |
O Mot Configured ~ Comment: ~
®) Enabled
O Disabled e
Supported on: [ pticrosaft Windows XP SP2 or later ~
hd
Options: Help:

Extension/App IDs and update URLs to be silently

installed Specifies a list of apps and extensions that are installed silently,

without user interaction, and which cannot be uninstalled by the
user. All permissions requested by the apps/extensions are
granted

implicitly, without user interaction, including any additional
permissions requested by future versions of the app/extension.
Furthermore, permissions are granted for the
enterprise.deviceAttributes and enterprise.platformieys
extension

APls, (These two APls are not available to apps/extensions that
are

not force-installed.)

Show...

This policy takes precedence over a potentially conflicting
Extensions|nstallBlacklist policy. If an app or extension that
previously had been force-installed is removed from this list, it is
automatically uninstalled by Google Chrome.

For Windows instances that are not joined to an Active Directory
domain, forced installation is limited to apps and extensions

w

< oK } Cancel  [{ Apply *

Note: - By default, Group Policy refreshes in the background every 90 minutes, with a
random offset of 0 to 30 minutes. Or you can refresh the Group Policy instantly by
running the command prompt on the server/client machine and typing: “gpupdate
/force”.

The Chrome Extension will be installed silently during the above steps.
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In Server:
- | O -

Administrator: C\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.3.96881
(c>» 2013 Microsoft Corporation. All rights reserved.

sUsers Administrator>gpupdate Aforce
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfull

.

sUserssAdministrator >

In Client:

CA\Windows\system32\cmd.exe

icrozoft Windows [Uerzion 6_3_968H]
(c> 2013 Microsoft Corporation. All rights reserwved.

:sUserssJohn Doe>gpupdate Aforce
pdating policy...

omputer Policy update has completed successfully.
gser Policy update has completed successfully.

ssUzerssJohn Doel
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e Server/Client machines will have the “ePadLink SigCaptureWeb SDK Extension”
installed and added to the Chrome browser

ik ePadLink SigCaptureWeb SDK Extension 1.0.0.1 «f| Enabled

The SigCaptureWebsDK Chrome Extension enables users to capture signatures on ePad
Link signature pads.

Details

ID: idldbjenlmipmpigmfamdififikeaplc

(This extension is managed and cannot be remaoved or disabled.)

Inspect views: background page (Inactive)

| Allow inincognite  [_] Allow access to file URLs

Note: - Once the extension is force installed, it cannot be uninstalled by the user from
Chrome browser.
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