IntegriSign for MS Excel
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1. Introduction

An IntegriSign plug-in allows you to create a document and sign it electronically with
your handwritten signature using a Signature Capture Device. The plug-in facilitates:

1. Signature Capture - The signature trace is captured and stored on the electronic
document in a signature object.

2. Content Hashing - The signature object is bound to the contents of the document
such that any alteration of the document after signing it would render the
signature invalid.

3. Document Verification — The document can be verified to ensure its integrity
(i.e., confirming that it has not been tampered) after the act of signing.

2. Using IntegriSign in MS Excel 2003

When IntegriSign Desktop is installed onto a system, plug-in for MS Excel is
automatically installed. On opening the application, you will be able to view the
following icons

| & &

Sign Document
Preferences

Inteqrigign  Window t
The same options can also be accessed from the ‘IntegriSign’ # Sign Dacument
drop down menu from the main menu of the MS Excel &2 Preferences
application.

2.1 Creating a Signature

—Authenticate Sheets
Signing in MS Excel using IntegriSign can be

accomplished by using the ‘Sign Document’ []Sheet2

option. [ 5heet3

Sign Document [+ Whole Workbook

1. Make the entries in the Excel Sheet and Fel o e S e
compose the workbook. Moke: You may select multiple sheets or select

2. Create sheets, depending on requirement (for Whale workbook' to Authenticate.

more info see Sheetwise Signing)

3. Place the cursor on the Sheet that requires a
signature and click on the ‘Sign Document’

Cancel |

button.
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4. A window with the title ‘Authenticate’ is displayed which presents the signer

with the option of authenticating a specific sheet or the entire workbook.

Choose single or multiple sheets for workbook authentication.

6. Clicking on ‘OK’ will place a signature placeholder with the words “Double-
click to Sign”. Double-click this placeholder to sign the sheet.

7. The signature capture screen is now displayed to capture inputs from the
Signature Capture Device.

V)]

Approximate Weekly total
Bvg. Time Resource time spent in
Resource Names Spent name hrs
John Doe, william Smith 8 hrs
- - John Doe
InteqriSign Desktop " — d
i Signature |nformation
Signer M ame; John Doe LI

Clear [ (] I Cancel |

))M _,: eFad device initiskzad properly. Start signing...

8. Select the Signer name from the list for a registered signer or in case of Public
Signing (e.g. customer signing) signer can just enter name in the Signer Name
field.

9. Sign using the Signature Capture Device. As the signing continues, the
signature trace is shown on the signature placeholder. To apply the signature
on to document click on the ‘OK’ button, to clear the signature click on
‘Clear’ Button and to cancel the Act-of-Signing click on ‘Cancel’ button in
the dialog displayed.

In addition to the basic functions mentioned in the Introduction, IntegriSign MS
Excel Plug-In also has the following features:

2.2 Sheetwise signing

The IntegriSign MS Excel Plug-in allows you to create multiple sheets in a
workbook such that each sheet is treated as an independent workbook. This is
especially useful in cases where the same Excel sheet/workbook is being signed
by multiple signers and should permit a second or third signer to add comments
without affecting the first signer’s signature. For example the first signer (e.g.
John) can create a sheet and authenticate it with his signature and forward it to the
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second signer (e.g. Nancy), who can then add her comments to the second sheet
and authenticate it with her signature and so on.

2.3 Workbook Verification

1. Double-click on the signature in the sheet.
2. A window is displayed with the image of the current signature, Signature

Capture Device information and [l urr b, 2] x|
the signer information. = Authentication Information
3. If t_he sheet is mOdlﬁed after Q IntegriSign detected no u:han_ge_s to the
signing, then the 51gnature on the authenticated content after signing.
sheet is invalidated with a cross Authentication Info: \'hole document
mark ‘X’ on the signature.
ReStorlng the changes made to the Signed uzing ePad || device with unique zerial [0

its original state.

Field [ Walue

Mame John Doe

Orgarization... Marketing

Organization  WawForward Technologies

Ernail 1D johni@wayfonuard, com
Signed Date  Thubar 03 12:52:23 2005
1] | =

fim |

About |

Signatures in an IntegriSign signed workbook are verified automatically in Save
and Print events.

- Signature

3. Using IntegriSign in MS Excel 2007/2010/2013/2016

When IntegriSign Desktop is installed onto a system, plug-in for MS Excel
2007/2010/2013/2016 is automatically installed. On opening the application, one will be
able to find the IntegriSign menus and toolbars under “Add-ins” menu as shown below.
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I B R Bookl - Microsoft Excel
{4 % u,- —_— - = —_— -

Home Insert Page Layout Formulas Data Review View Developer Add-Ins

Integrisign =

3.1 Macro Security Settings

For IntegriSign to properly work in Excel 2007, one needs to change the default macro
security option. To change the Macro Security settings click on “Developer” menu and
then click on “Macro Security” button (i.e. “Yellow Exclamation” button) under “Code”
group. For reference, see the image below.

Al ki L Documentl - Microsoft Word

Home Insert Page Layout References Mailings Review View Developer
o W= 8 o
o L=t 53 | l_‘z'.?

EA = & G- | 1= || Structure o Protect Document Document
Lﬂ:‘jg'_ I'[J:l 4= || Document ~ || Template  Panel

Visual Macros
Basic |

ACERLE LY gL i E EUEELL i L e

Macro Security

Customize the macro security
settings.

I.@] Press F1 for more help.

In the case of Excel 2010/2013/2016, click on “File — Options” menu item and in the
displayed window, select “Trust Center” in the left hand side pane. Select “Trust Center
Settings” and then click on “Macro Security” option in the left hand side pane. For
reference, see the image below.

IntegriSign macros are digitally signed. Hence, change the setting to “Disable all macros
except digitally signed macros” as shown below.
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Trust Center @l

Trusted Publishers

Macro Settings

Trusted Locations ) )
Far macros in documents not in a trusted

Add-ins I-:uca?i-:un:
) Disable all macros without
ActiveX Settings notification

” o I Disable all macros with notification
acro ir B
i @ Disable all macros except digitally

Message Bar signed macras

i1 Enable all macras (not recommended:;
Privacy Options potentially dangerous code can runj

Developer Macro Settings

rust access to the VBA project obje
D Trust tothe VB ject object
madel

[ QK ][ Cancel I

Once the above setting is applied, close and open MS Excel 2007/2010/2013/2016. Upon
opening, if you are prompted with a macro dialog as shown below, click on “Trust all
from Publisher” or “Enable Macros”.

Microsoft Office Excel Security Notice m

Microsoft Office has identified a potential security concern.

Mote: The digital signature is valid, but the signature is from a
publisher whom you have not yet chosen to trust.

File Path: E:\PROGRAr1MICROS~1Office 12dstart\InteariSian. xla

This application add-in has been disabled. Add-ins might contain viruses or
other security hazards.

More information

Show Signature Details

[ Trust all from publisher I [ Enable Macros I

Upon opening a signed Excel Spreadsheet, you might be prompted with a message bar
saying “Security Warning ActiveX controls have been disabled.” Followed by a button
named “Options...”. When one clicks on the button, the following dialog is displayed.
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@ Security Warning  ActiveX controls have been disabled, Options...

Hg v (- L
| A Microsoft Office Security Options m | ]
1 4
2| | @ Security Alert - ActiveX Control
2
a || | ActiveX Control
1 1 One or more ActiveX controls have been disabled. ActiveX controls might contain viruses
& ] ;Ir other security hazards. Do not enable this content unless you trust the source of this
e,
? | | More information
2 | File Path: E:'\Users'ravi\Desktop\Book 1.xdsx
9 | 4 (71 Help protect me from unknown content {recommended)
5 —3 Enable this content;
= ]
12 |
13 1
14 | |
15 4
16 |
i i 1
18 | |
19
20- | Open the Trust Center L ol ] [ Cancel ]
21

Select “Enable this Content” from the dialog. Also click on the “Open Trust Center” link

provided at the bo

ttom. This will bring up the “Trust Center” window. Under “ActiveX

Settings”, select “Prompt me before enabling all controls with minimal restrictions” as

shown below.

r

Trust Center

I3 _ars e e

Trusted Publishers

Trusted Locations

Add-ins

[rﬂ!\actiueatrﬁsmings. q
Macro Settings
Message Bar
External Content

Privacy Options

ActiveX Settings for all Office Applications

For ActiveX controls in documents not in a trusted location:
(") Disable all controls without notification

() Prompt me before enabling Unsafe for Initialization (UFT} controls with additional restrict
Initialization [SFI} controls with minimal restrictions

@

Prompt me before enabling all controls with minimal restrictions

1 Enable all controls without restrictions and without prompting (not recommended; potel
can rumnj

Safe mode [(helps limit the control’s access to your computer)

In Excel 2010/2013/2016, instead of the above dialog, you might be prompted with a
message bar saying “Security Warning ActiveX controls have been disabled.” followed
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by a button named “Enable Content”. One needs to click on the button to proceed
further.

4. Troubleshooting
If you are using Excel 2003:

Before you begin signing in Excel, you must ensure that you exit * ContrcEd

design mode by clicking on the “exit design mode” icon in the IE

control toolbox bar. (Please note that without exiting design ST——

mode, you will be unable to use IntegriSign Desktop.) :Ig—‘
WV Jatl

If you are using Excel 2007/2010/2013/2016:

Before you begin signing in Excel, you must ensure that the “Design Mode” icon
present in the “Developer” tab in unselected. See the screenshot below.

H - s Book] - Excel DRAWING TOOLS
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER ADD-INS FORMAT
] D 25 Record Macro £ = - b(‘ Praperties E @?Import P
s i - e
Use Relative References i:} -;T G View Code & Expansion Packs
Visual Macros Add-Ins  COM Insert |Design Source Document
Basic ! Macro Security Add-lns - [Mode 4] Run Dialog Panel
Code Add-Ins Controls XML Modify
eSignCont... ™ I =EMBED("eSign.eSignControl","")
A B C D E F G H J K L M
2
3
4
5
7 X
8
Q
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