IntegriSign for MS Word
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1. Introduction

An IntegriSign plug-in allows you to create a document and sign it electronically with
your handwritten signature using an ePad device. The plug-in facilitates:

1.

Signature Capture - The signature trace is captured and stored on the electronic
document in a signature object.

Content Hashing - The signature object is bound to the contents of the document
such that any alteration of the document after signing it would render the
signature invalid.

Document Verification — The document can be verified to ensure its integrity
(i.e., confirming that it has not been tampered) after the act of signing.

2. Using IntegriSign in MS Word 2003

When IntegriSign Desktop is installed onto a system, plug-in for MS Word is
automatically installed. On opening the application, you will be able to view the
following icons in the word toolbar

==

Insert Signature Field = IntegriSign
ilgn Signature Field k=] Insert Signature Field
references &~ Sign Signature Field

% Preferences. ..

The same options can also be accessed from the Prokect Document. .
‘IntegriSign’ drop down menu from the main menu of the Werify &l Signatures

MS Word application.

Configuration. . .

2.1 Macro Security
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When you open MS Word after IntegriSign Desktop installation, a security-
warning window appears. If the macro security (Tools—>Macro—> Security) setting
is set to either ‘High’ or ‘Medium’ in your system, then this window appears.



Security Warning _ el Bt
CHPROGRA~ 1 MICROS~2V OFfice) STARTUPY INkegriSign. dat

conkains macros by

Inkerlink Electronics, Incorporated e |

Macros may contain viruses, It is always safe to disable macros, but if
the macros are legitimate, you might lose some functionality,

The security level is set ko High, Therefore, wou cannak enable
mactos From sources that wou do not krusk,

V¥ always ktrusk macros from this source,

Disable Macros { Enable Macros Mare Info

Macros from IntegriSign document template are digitally signed and are safe.
Checking “Always trust macros from this source” will mark these macros as safe
and avoid displaying the Security warning window in future. Click “Enable
Macros” to proceed.

2.2 Authenticate and Secure

The ‘Authenticate and Secure’ window gives you the option of authenticating a
specific section within the current document or the entire document for the current
signature.  The  “Whole I e
Document’ OptiOIl when —Authenticate Sections
checked includes the entire [ Select the sections to authenticate.
document for mE : :

R X Mote : Y¥ou may seleck multiple sections or
authentication. Select "Whole Document’ to Authenticate

The ‘Authenticate and | “hale Document
Secure’ window is not
shown during Sigl’lil’lg ¥ Freeze Document (Prakect document Fraom Further modifications)
process by default. To | . [

enable this window,

uncheck the ‘DO not ShOW Seleck the 'Freeze' option to restrick further modifications bo the whole Document,
Authenticate and Secure & Password is reguired, if the document was not already protected.
window’ in  Word -

Configuration. This can be x| Concel_|

accessed from the menu
IntegriSign = Configuration. The Freeze Document option in IntegriSign for MS
Word — Configuration is irreversible. Document once freezed using this option
cannot be unfreezed.
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IntegriSign for M5 Word - Configuration

Display

Iv Do ot show Authenticate and Secure window

Default Options

v

[ Freeze Document (Protect document From Further modifications)

Ik Cancel

2.3 Freezing of Document

The plug-in allows you to choose if you want to freeze the whole document from
the Authenticate and Secure window. Freezing is accomplished through the act of
signing and immobilizes the whole document and does not allow any changes or
modifications to be made. You are required to give a password when using the
Freeze feature. Freezed document can be unfreezed from Tools—>Unprotect
Document.

Authenticate and Secure

—Authenticate Sections

[w] Select the sections ko authenticate,

Oz
Moke ; ¥ou may select multiple sections or
Select “whole Document’ bo Authenticake

I “whole Docurnent

¥ Freeze Document (Protect docurment Frarn Further modifications)

B
Password I |

Select the 'Freeze' option ko restrick Further modifications ko the whole Document.,
A Password is required, if the document was not already protected.,

Ok I Cancel

2.4 Signing in Protected documents and templates

Before protecting the document to be signed, click ‘Insert Signature Field’ to
place a signature placeholder on the Ms Word document. Then protect the
document using the ‘Protect Document’ feature from the ‘IntegriSign’ menu so
that you can sign at a later point of time. If the document is protected using the
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‘Protect Document’ option in the Tools menu, signing the document with content
authentication feature is not possible.

Inktegrisign

k=] Insert Signature Field
(&= Sign Signature Field
% Preferences. .,

Prokect Document. ..

Verify All Signatures

Configuration. ..

Place a signature placeholder in the word document and then protect the
document. Select ‘Forms’ in the ‘Protect documents for’ option. Provide a
password to complete the protection of the document process. To unprotect, go to
Tools=> Unprotect Document.

To initiate the act-of-signing on unsigned placeholders/fields in a protected
document, you need to use ‘Sign Signature Field’ option instead of double-
clicking the placeholder. ‘Sign Signature Field” options displays a window listing
all the unsigned signature fields. If a document has three unsigned signature
fields, the window looks like the one below. When Signaturel is selected, the
selected signature is automatically highlighted in the document. Click on the
“Sign” button to initiate the act-of-signing.

Select Signature Field to Si |

List of Unsigned Signatures:

Signaturez
Signature’s

Sign Cancel

Mate : This lisk does nat include Signatures in
Header/Fooker. Signatures in HeaderFooker
can only be signed by double clicking on them
when the document is naok protected,

Note: In a protected document,
1. Blank signature fields in the Header/Footer cannot be signed using ‘Sign
Signature Field’ option.
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2. Signatures in the Header/Footer do not get verified when ‘Verify All
Signatures’ option is used.

2.5 Creating a Signature

Signing in MS Word using IntegriSign can be accomplished by using the ‘Insert
Signature Field” option.

Insert Signature Field

1.
2.

Compose the document.

Create sections, if desired (for further details on how to create sections in
Word see Sectional Signing, (Ref: 2.6)

Place the cursor where the signature needs to be placed on the document and
click on the ‘Insert Signature Field’ button. A placeholder appears on the
document with the words “Double-click to Sign”. Double-click this
placeholder to sign the document.

A screen with the title ‘Authenticate and Secure’ is displayed, which
presents the signer with the option of authenticating a specific section within
the current document or the entire document.

Choose the sections to be authenticated. You may select one or more sections
depending on how many sections you wish to authenticate with that signature.
Click on help for further information on this feature.

You also have the option of freezing the entire document preventing any
further modifications. (Please note that freezing a entire document will
disable all editing features for the document and cannot be reversed)

The signature capture screen is now displayed to capture inputs from the ePad
device.

This i1z a demo document.

i H IntegriSign Desktop 2 x|
H O’R‘Cﬂ ; — Sighature Information

g g EJ ohn Doe _'_!

5 > H

Signer Mane:

: :
: i i e i
T @ ePad device initislized properly. Start signing...

Clear I Ok i Cancel |

Select the Signer name from the list for a registered signer or in case of Public
Signing (e.g. customer signing) signer can just enter name in the Signer Name
field.

Sign using the ePad device. As the signing continues, the signature trace is
shown on the signature placeholder. To apply the signature on to document
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In addition to the basic functions mentioned in the Introduction, IntegriSign MS
Word Plug-in also has the following features:

2.6 Sectional signing

The IntegriSign MS Word plug-in allows you to create multiple sections in a
document such that each section is treated as an independent document. This is
especially useful in cases where the same document is being signed by multiple
signers, and should permit a second or third signer to add remarks to any of the
sections without affecting the first signer’s signature. For example, the first signer
(e.g. John) can create a section and authenticate it with his signature and forward
it to the second signer (e.g. Nancy), who can then add her comments to the second
section and authenticate it with her signature, and so on.

To Create Sections in MS Word 2003 follow the steps below:

Go to ‘View’ on the MS Word toolbar and click on ‘Normal’

Place the cursor at the location where the section break is required
Now go to ‘Insert’ on the Word toolbar and select ‘Break’

Select the type of Section break to be inserted, e.g. ‘Continuous’ (If
the section breaks are intended to be on the same page) and click
‘OK’.

e. A section break is shown on the document where the cursor was
located.

ac o

To Create Sections in MS Word 2007, 2010, 2013 and 2016 follow the steps
below:

a) Go to 'View' on the MS Word toolbar and click on 'Draft'.

b) Place the cursor at the location where the section break is required.

c) Now go to 'Page Layout' toolbar and select 'Breaks'.

d) Select the type of Section break to be inserted, e.g 'Continuous' (If the
section breaks are intended to be on the same page).

e) A section break is shown on the document where the cursor was
located.

The document may thus be partitioned into any number of sections.

Each section in a document is treated independently and can be signed and
authenticated, depending on the functionality intended for the document.
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2.7 Document Verification

1. Double-click on the signature

in the document & IntegriSign ¥iewer el |
2. A window is dlsplayed with = Authentication Information

the image of the current & IntegiiSign detected na changes ta the

signature device information authenhizated content after zigning.

2

and the Signer info. Authentication Infa: Whole docurnent
3. If the document is modified

after signing, then the Sighed uzing ePad || device with unique zerial 1D:

signature on the document is 147B0CYEF-8753-4C50-824E 601 4E 2880679}

invalidated with a large “X”

through  the  signature. Field [ salue

Reversing the change made Mathe: .., “dehiibos

7 Organization... Marketing

to the document brlngS the Organization  ‘wayFonward Technologies

signature back to its original Etalib ipho@wiayfosald com

tat Signed Date  Thu Mar 03 12:52:23 2005

state. 4 I | .LI

— Sighature

Aok |

Signatures in an IntegriSign signed document are verified automatically in Save
and Print events.

Note:

o In case of protected documents, for document verification use the ‘Verify
All Signatures’ option. Any modifications made to the document after signing will
cross out the signatures made.

o If signatures need to be validated at the time of opening the document,
overwrite Microsoft Word’s Normal.dot with the one present in IntegriSign
Desktop installation directory. Customizations to the Microsoft Word’s standard
Normal.dot will be lost in this case.

3. Using IntegriSign in MS Word 2007

When IntegriSign Desktop is installed onto a system, plug-in for MS Word
2007 is automatically installed. On opening the application, one will be able to
find the IntegriSign menus and toolbars under “Add-ins” menu as shown
below.
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H92-0 - Documentl - Microsoft Word

Home Insert Page Layout References Mailings Review View Add-Ins Acrobat

IntegriSignPro -~ = @ %

Menu Commands Custom Toolbars

For IntegriSign to properly work in Word 2007, one needs to change the default
macro security option. To change the Macro Security settings click on “Developer”
menu and then click on “Macro Security” button (i.e. “Yellow Exclamation” button)
under “Code” group. For reference, see the image below.

L b i Documentl - Microsoft Word

Home Insert Page Layout References Mailings Review View Developer

IR
ER Lﬁ_‘ ,§§ i__ﬁ" I--:_A'I Protect

Document =
~ONEraLs

Cocument Document
Template Panel

Visual Macros
Basic

Macro Security

Customize the macro security
settings.

I.t‘j] Press F1 for more help.

IntegriSign macros are digitally signed. Hence, change the setting to “Disable all
macros except digitally signed macros” as shown below.
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Trust Center

Trusted Publishers

Macro Settings

Trusted Locations ) )
Far macros in documents not in a trusted

Add-ins I-:uca?i-:un:
) Disable all macros without
ActiveX Settings notification

[ - Disable all macros with notification
Macro Settings

@ Disahle all macros except digitally

Message Bar sighed macras
"1 Enable all macros [not recommended:
Privacy Options potentially dangerous code can runj

Developer Macro Settings

i rust access tothe YBA project obje
[ Trust tothe VB ct object
madel

[ QK ] [ Cancel

Once the above setting is applied, close and open MS Word 2007. Upon opening, if
you get a macro error when inserting signature field, check if you are seeing a
message, saying “Security Warning Some active content has been disabled” followed
by a button named “Options...” as shown in the image below. If yes, do the
following.

1. Click on the button “Options...".

2. In the displayed dialog, select “"Enable all code published by this publisher.”
See the image below for reference.

3. Click on “"OK”. Once this is done, “IntegriSign” is added to the trusted
publishers list and IntegriSign functionality will be enabled.
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(a) Documentl - Microsoft Word
[ Cla —
Home Insert Page Layout References Mailings. Review View | Developer | Add-Ins @

== = Record Macro Aa Aa = EH M Design Mode i@ ,% Schema ?
=T i@ Pause Recording " Properties = i

3] Transformation

Visual Macros EH = 5 G- . Structure Protect Document Document
! Basic ._b Macro Security ﬁ _55 # I‘ﬁ Group ﬁ Expansion Packs | pocument~ | Template  Panel
| Code A Controls XML _ Protect Templates
FEEEE

@ Security Warning Some active content has been disabled, Options...
sl b

Micrasoft Office Security Options __‘___ M

@ Security Alerts - Multiple Issues

Add-In
This application add-in has been disabled. Add-ins might contain viruses or other
security hazards.

Warning: The digital signature is valid, but the signature is from a
publisher whom you have not yet chosen to trust.

Add-n:  E:\PROGRA~T\COMMON ~1YMICROS~1{SMARTT ~1\FPLACE.DLL

[alilias] >

Signature

Signed by: Microsoft Corporation

Certificate expiration: 05-10-2007

Certificate issued by: Microsoft Code Signing PCA
Show Signature Details

) Help protect me from unknown content (recommended)
() Enable this add-in for this session only.
(@) Fnable all code published by this publisher.

Add-In

Thie_amnlicstinn sddin hae haan dieshlad Addine minkt mandsin vieieee ne e

Goen the Tt Center (o ][ canl |

10of1l | Words:0  English india) | P |

f;l_} Document] - Micro...

Refer to sections 2.2 to 2.7 for the common features that are applicable to Word
2007 as well.

4. Using IntegriSign in MS Word 2010/2013/2016

When IntegriSign Desktop is installed onto a system, plug-in for MS Word
2010/2013/2016 is automatically installed. On opening the application, one will be
able to find the IntegriSign menus and toolbars under “Add-ins” menu as shown
below.
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'i:!;':l el - > Documentl - Microsoft Word
—-/J Home Insert Page Layout References Mailings Review View Add-Ins Acrobat
IntegrisignPro - | [—] &> &2

Menu Commands Custom Toolbars

In the case of Word 2010/2013/2016, click on “File — Options” menu item and in the
displayed window, select “Trust Center” in the left hand side pane. Select “Trust
Center Settings” and then click on “Macro Security” option in the left hand side pane.
For reference, see the image below.

IntegriSign macros are digitally signed. Hence, change the setting to “Disable all
macros except digitally signed macros” as shown below.

. g

Trust Center

Trusted Publishers

Macro Settings

Trusted Locations
Far macros in documents not in a trusted

Add-ins I-:n:a?i-:nn:
) Disable all macros without
ActiveX Settings notification
(71 Disable all macros with notification
[ Macro Settings

@ Disable all macros except digitally

Message Bar signed macras

) Enable all macros [not recommended:;
Privacy Options otentially dangerous code can runj
o o .I

Developer Macro Settings

EI Trust access to the VBA project object
maodel

[ QK ] [ Cancel

Once the above setting is applied, close and open MS Word. Upon opening, if you get
a macro error when inserting signature field, check if you are seeing a message,
saying “Security Warning Macros have been disabled” followed by a button named
“Enable Content as shown in the image below.
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E“ H9-0|= Documentl - Microsoft Word

Home Insert Page Layout References Mailings Review View Developer Add-Ins

I

& Cut

T = s o | A
Calibri (Body) 11 A A B 2l | O AaBbCcDc | Aat

C oy

Paste

- 5 2 B WA =5 5
« < Format Painter B 7 U -aex x [ = - T Normal || T MNe
Clipboard [} Fant Ta Paragraph e
\!/1' Security Warning  Macros have been disabled. | Enable Content |

If yes, click on the text "Macros have been disabled”. The following screen will
appear.

Wid9-0l= Documentl - Microsoft Word
Home Insert Page Layout References Mailings Review View Developer Add-Ins
H Save

- Information about Document1
[, dve A5

(5 Open Security Warning
[‘_—j‘ Close @ Active content might contain viruses and other security hazards, The following

content has been disabled:

Enable M
Content - Sy
—— ' You should enable content only if you trust the contents of the file,

Recent Learn more about Active Content

Trust Center Settings
Mew

In the above dialog, click on the down arrow after the text “"Enable Content”. The
following window gets displayed.
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E| A9 -0 |5 Documentl - Microsoft Word

Home Insert Page Layout References Mailings Review View Developer Add-Ins

H Save
Save As

Information about Document1
5 Open / Warning
Active content might centain viruses and other security hazards. The following

[j" Close @
content has been disabled:

Enable M
Content ~ acros
S Yo shauld enakle cantent anbe if woer trost the contents of the file.

Recent Enable All Content
Enable all active content for this session only.

Trust Center Settings

SN Advanced Options
) Select which active content should be enabled,
Print This content will be enabled for this session only,
[ Lﬁl.} [ Anyone can open, copy, and change any [ﬁlart of this document.
Share Protect
Document =
Haln

Click on the link “"Advanced Options” and you will see the following screen.

WMA9- O+ Documentl - Microsoft Word =
Home Insert Page Layout References Mailings Review View Developer Add-Ins o @
=0 M ocut " ) T Find ~
* Calibri Body) - 11 - 3 - | = b . % &
i atib Bocy) A0 a5 T | aambcene masbcene AaBbC: AaBbee AAD aszice e
53 cop £
Paste B 7 U -ahe x, X -z A - fiMormal |7 NoSpaci.. Headingl Heading 2 Title Subtitle |- Change
- Format Painter - I 7| Styles~ | g Setect~
Clipboard e Font 5 Paragraph 5 Styles 5| Editing

‘ y Security Waming  Macros have been disabled. | Enable Content | [ SRS 00N Security Options @ x

@ Security Alert - Macros

Macros
Macros have been disabled. Macros might contain viruses or other security hazards. Do
not enable this content unless you trust the source of this file,
MHote: The digital signature is valid, but the signature is from a publisher
whom you have not yet chosen to trust.
More information
File Path: ~ E:\Program FilesWicrosoft Office\Office 14\STARTUP IntegriSign. dot
Signature
Signed by: INTEGRISIGN
Certificate expiration: 11/13/2012
Certificate issued by: VeriSign Class 3 Code Signing 2003-2 CA
Show Signature Detais

© Help protect me from unknown content (recommended)
() Enable content for this session
@ Trustal documents from this publisher

Cancel

Open the Trust Center

Page:10fl | Wordsio | & | 23 |
¢4 start

In the above dialog, select “Trust all documents from this publisher” and click on
“OK”. Once this is done, “IntegriSign” is added to the trusted publishers list and
IntegriSign functionality will be enabled.

Refer to sections 2.2 to 2.7 for the common features that are applicable to Word
2010/2013/2016 as well.
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5. Known Issues

5.1 Text with Special Effects

If a signature object is placed right next to the text which has special effects (like
Strikethrough, superscript, subscript, shadow etc.), when double clicked for
signature, the MS word hangs and one need to restart MS word or even some
times the machine itself. To overcome this problem avoid the following

1. Avoid placing the signature field immediately next to the text with special
effects without any space in between.

2. The complete text in the document is with special effects (e.g. the whole
content of the text is strikethrough)

If the document has self-updating auto-text fields like Page Number, Date etc...
the signature authentication status may not provide the correct status.

5.2 Auto Text Fields

Using IntegriSign along with some of the Auto text fields in a Word document's
Header and Footer are not supported. Using such fields will modify the signature
and makes them invalid. This is because of the fact that, some of the fields
update their content over a period of time (after the signature is captured. Using
the following mentioned Auto text fields along with IntegriSign are not
recommended.

Author, Page#, Date.
Confidential, Page#, Date.
Last printed.

Page X of Y

Note: In some cases, inserting the signature placeholder can alter the Table of
Contents (e.g Page numbers might change) and signing without regenerating the
Table of Contents, saving the document will invalidate the signature. Hence, it is
advisable to regenerate the Table of Contents after placing all the signature
placeholders, save the document before signing it.

6. Troubleshooting

Upon successful installation of IntegriSign Desktop, if you see the IntegriSign
menu and toolbar icons properly in Microsoft Excel, but not in Microsoft Word,
follow the steps below and see if it resolves the issue.

1. Open Microsoft Word.

2. Click on “Tools” menu and then click on “Templates and Add-ins”.

3. In the displayed window see if you have "IntegriSign.dot" listed there. If it is
listed and is currently unselected, select it.

4. Close MS Word and open again and see if the menus and icons get displayed.
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